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Openloop SDK
R =

N—=23>v0.0.1 | &EFH 2026-03-13
HRASHN\DT - JUTh AREFERER XH —F

=TI FviE

| Openloop SDK & i

Openloop SDK (&, Openloop \—=RT7 7o #L v h&DBEZTTS TypeScript 7147 7Y TI,

142V AIEDWT: Openloop SDK DFEAICIE. KA\ TT1 - VU TRhEDZTAIEVR
ZHRBRETT, SEEICIHUT SDK DARIIAABARETI DT, BREIC
info@haudi.co.jp FTHEWVEDLELZE W,

ROEELRA WERET/N\AIRICRFSN. AFicEdE@dHDEFA, SDK & APDU
(Application Protocol Data Unit) Y Y ROEZEDHZTVWET, BAIGRINTT/N\A ARNDE
FaFPILXYRNTEITEINED,

| L1 —#8ak

dApp / 2 x 777V

v

.EthereumApp“ BitcoinApp H SolanaApp H TronApp | XrpApp
v

WebHID WebBLE || LocaWs || Safari USB
=

Openloop Device — ESP32-S3 + EF a2 7T L XV k
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| Wi F z—>

Fr—v App 752 il BIP44 coin_type

Ethereum (EVM) EthereumApp secp256k1 60"’

Bitcoin BitcoinApp secp256k1 @' (mainnet), 1'
(testnet)

Solana SolanaApp Ed25519 501"’

TRON TronApp secp256k1 195"

XRP Ledger XrpApp Ed25519 / secp256k1 144"

EVM B2 F x—>

EthereumApp =S

Ethereum

2Tl EVM

BF 1 —Y TEATERT,

signPersonalMessage & signTypedData @ chainld /N AXA—4TFz—VZBELET,

Transport & A

SDK (& 6 BRDEH AR ERHEEL. BEVWTZY T4 —LZHN—-ULET,

Transport

WebHID (USB)

Web Bluetooth

LocalWs

Safari Extension

USB HID (native)

WalletConnect

@openloop/transport-
webhid

@openloop/transport-
webble

@openloop/transport-local

@openloop/transport-
safari

@openloop/transport-usb

@openloop/sdk-core W&

FEMIE Transport IR K Z2RB LTS,

Chrome/Edge 7RV kv

Chrome/Edge + Android

275 7Y (Connect #£H)

iOS Safari

Node.js / Electron

27509 (VE—LER)
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Nyor—y B KRR
@openloop/sdk-core 724729 (App, Types, 7L
Errors, Constants,
WocTransport)
@openloop/transport- WebHID (USB) Transport sdk-core
webhid
@openloop/transport- Web Bluetooth Transport sdk-core
webble
@openloop/transport-local  LocalWS Transport sdk-core
@openloop/transport- Safari Extension Transport sdk-core (peer)
safari
@openloop/transport-usb Native USB HID Transport sdk-core (peer), node-hid



KRR DX

@openloop/transport-
webhid

@openloop/transport-
webble

@openloop/transport-local

@openloop/sdk-core

@openloop/transport-safari

@openloop/transport-usb

,,,,,

——————  »  node-hid

sdk-core (X7 TV APl XA T« TEY 2 —I)LICKRE LR WEREA TypeScript /Xy 57— T,
& Transport /Xy T —I N TSy N7 4 —LABEBDREZRHBLET,

APDU 70Ok JILEE

SDK & 7/\+1 XE DS x APDU (Application Protocol Data Unit) A > KTfThh 9,

vy RigE

[CLA] [INS] [P1] [P2] [Lc] [Data...]



Z1—ILK a4 X Bl

CLA 1 byte 7 ZAIN1 K~ (OxEQ : Ledger
Hifs, OxFO : Openloop H)

INS 1 byte mHI—NR

P1 1 byte IRFGA—=% 1 (Fv>rFo Il
%)

P2 1 byte INTA—% 2 (HIREIRE)

Lc 1 byte TR

Data Lc bytes IRV RT7—%

LA @&
[Data...] [SW1l] [SW2]

714—=ILR H14X L

Data G LARYAT—4

SW1-SW2 2 bytes AT—FXT—K ( 0x9000 =
EXZh)

CLA X1k
CLA A&
OxEQ Ledger Hi#ead~> K (ETH, BTC getAddress,
SOL, TRON, XRP)
OxFO Openloop MBIV K (chain_id X5&E%, PSBT,
BTC xpub)

i APDU X7 =7 AT —Rid T7 2 22 ULTLEE W,

RDATY S

VAV IR —~ — RAEERAITEAAA R
- Transport Z#RAA K — TS5 v N7 A —LXWIHE
CAPILU T 7LV A —2BIER - A VI —Tx—R—F§
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DAY I RI—h

Openloop SDK #{E>T/N\—RTx 7oALY ML, ZPRLABEY N VYTV 3 v EBLET
SFIEZFHRABLEI,

1A=
A7y =y &, EREY2EHREARD Transport /Xy T —I %44 VYA R=ILULET,

# USB ##% (Chrome/Edge TRA%Z kv )
npm install @openloop/sdk—core @openloop/transport-webhid

# Bluetooth ###: (Chrome/Edge + Android)
npm install @openloop/sdk-core @openloop/transport-webble

# £J599xE (Openloop Connect #2EH)

npm install @openloop/sdk—core @openloop/transport-Llocal

# i10S Safari
npm install @openloop/sdk-core @openloop/transport-safari

# Node.js / Electron
npm install @openloop/sdk-core @openloop/transport-usb

| #470—

IRNTDEHFE AL THED 4 TV T TY,

1. Transport ¥# - 2. app B - 3. 8 - 4. Bk

11



import { EthereumApp, DEFAULT_ETH_PATH } from '@openloop/sdk—core’
import { WebHidTransport } from '@openloop/transport-webhid'

// 1. Transport #Ef (A —Y—LP X Fr—ATHEUHT)
const transport = await WebHidTransport.connect()

// 2. App fERK
const eth = new EthereumApp(transport)

// 3. BE
const { address } = await eth.getAddress(DEFAULT_ETH_PATH)
console. log('Address: "', address)

// 4. Uk
await transport.close()

EE: WebHidTransport.connect() & WebBleTransport.connect() (¥7 70D+
TAHICED, RYVI )y IEDI—HS—I T AF v+ —KHNTHRVEIHRENHD XTI,

12



Ethereum DY > 7IL

import {
EthereumApp,
DEFAULT_ETH_PATH,
type SignatureResult,
} from '@openloop/sdk-core'
import { WebHidTransport } from '@openloop/transport-webhid'

async function main() {
// ¥R
const transport = await WebHidTransport.connect()
const eth = new EthereumApp(transport)

try {
// 7 FLREE
const { address, publicKey } = await eth.getAddress(DEFAULT_ETH_PATH)
console. log('Address:', address)
console. log('Public Key:', publicKey)

/] A yt—TF4F (EIP-191 personal_sign)

const msgSig: SignatureResult = await eth.signPersonalMessage(
DEFAULT_ETH_PATH,
'Hello, Openloop!’,
1 // chainld: Ethereum Mainnet

)

console. log('Message Signature:', { v: msgSig.v, r: msgSig.r, s: msgSig.s })

// bS53 8RR RLP Toa— READ raw tx ZiED)

const rawTx = 'f86¢..."' // RLP-encoded transaction hex

const txSig: SignatureResult = await eth.signTransaction(DEFAULT_ETH_PATH, rawTx
console. log('TX Signature:', { v: txSig.v, r: txSig.r, s: txSig.s })

// EIP-712 Typed Data E%

const typedSig: SignatureResult = await eth.signTypedData(
DEFAULT_ETH_PATH,
'aabbccdd...', // domainSeparatorHash (32 bytes hex)
'11223344..."', // messageHash (32 bytes hex)
1

)

console. log('TypedData Signature:', typedSig)

finally {

await transport.close()




Bitcoin &Y > 7L

import {
BitcoinApp,
BTC_MAINNET_PATH,
type BtcMessageSignature,
} from '@openloop/sdk-core'
import { WebHidTransport } from '@openloop/transport-webhid'

async function main() {
const transport = await WebHidTransport.connect()
const btc = new BitcoinApp(transport)

try {
// 7 FLREFF (SegWit bech32)
const { address, publicKey, chainCode } = await btc.getAddress(false) // mainnet
console. log('Address:', address) // bclg...

/] *vtE—TF4 (BIP-137)

const msgSig: BtcMessageSignature = await btc.signMessage(
'Hello, Bitcoin!',
BTC_MAINNET_PATH

)

console. log('Signature (base64):', msgSig.signature)

// PSBT E4%

const psbtHex = '70736274ff..." // PSBT binary as hex
const signedPsbtHex = await btc.signPsbtHex(psbtHex)
console. log('Signed PSBT:', signedPsbtHex)

// PSBT E#& (AS/NRIEFE)

const signedWithPaths = await btc.signPsbtWithPaths(psbtHex, I
{ index: @, path: "84'/0'/0'/0/0" },
{ index: 1, path: "84'/0'/0'/0/1" },

1)

console. log('Signed PSBT with paths:', signedWithPaths)

finally {

await transport.close()

Bluetooth =t

WebHID Z WebBLE ICEZ#Z 51T MO I—KIERAL TI,
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import { WebBleTransport } from '@openloop/transport-webble'

// Bluetooth ##f# (A —4H¥—CzXFrY—HNTHUET)
const transport = await WebBleTransport.connect()

// VABEIEX WebHID &REC
const eth = new EthereumApp(transport)
const { address } = await eth.getAddress(DEFAULT_ETH_PATH)

LocalWsS & (275 05%n)

Openloop Connect X7~y 77 7 RRETER L £9, Firefox ¥ Safari THEMEL TS

import { LocalWsTransport } from '@openloop/transport-Llocal’

// Connect 77U A2EIL TLNSHHER
const available = await LocalWsTransport.isAvailable()
if ('available) {
console. log('Openloop Connect Z#E2EIL T F=&ELV')
b

// ¥k
const transport = new LocalWsTransport()

await transport.open()

// VBEERE C

const eth = new EthereumApp(transport)

15



React TOFIH

import { useState, useCallback } from 'react'
import { EthereumApp, DEFAULT_ETH_PATH, type ITransport } from '@openloop/sdk-core'’
import { WebHidTransport } from '@openloop/transport-webhid'

function WalletButton() {
const [address, setAddress] = useState<string>('")
const [transport, setTransport] = useState<ITransport | null>(null)

const connect = useCallback(async () => {
const t = await WebHidTransport.connect()
setTransport(t)
const eth = new EthereumApp(t)
const { address } = await eth.getAddress(DEFAULT_ETH_PATH)
setAddress(address)
oD

const disconnect = useCallback(async () => {
await transport?.close()
setTransport(null)
setAddress("'")

}, [transport])

return (
<div>
{address ? (
<>
<p>{address}</p>
<button onClick={disconnect}>Disconnect</button>
</>
(
<button onClick={connect}>Connect Wallet</button>
)}

</div>

YT FUD  useOpenloop 7w ¥ (packages/sample-app/src/hooks/useOpenloop.ts)
I&. £ Transport 1D & X - WalletConnect #i& - BEIBERZ SV ELEH T,

| BENEEs

WebHID & WebBLE (&, HUAIEEfRAFFRAI S Nic T /N1 ANDOBEBERZ T R—E UL TVWET,

16
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// LRIEFRISN=TN\A RICBBEER (1 —F—YzXFv—FEH)
const transport = await WebHidTransport.reconnect()
if (transport) {

// BiEGAL

const eth = new EthereumApp(transport)
} else {

/] TINAZAMEDHN B4 » connect() TRT7YVIHRBE
}

RDATYT

- Transport ERT A K —RIBICE > ERARZER
- Ethereum APl — ethers.js / viem &E#

- Bitcoin APl — PSBT 70 b O /L&

CITE — IS\ RUY T DN —>

17
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Transport i1 K

Openloop SDK (dE#D#EHAT (Transport) ZHR—KLTWET, dApp DRRTZY hT7+—
LIZHS U Tl Transport 2@ R LTS W,

| 75y k74— Lt

Chrome/ . Safari . . Android Node.js /
Transport Edge Firefox (Desktop) iOS Safari Chrome Electron
WebHID v
(Usg) X X X X X
Web v v
Bluetooth X X X X
LocalWs Vi v Vi X v X
Safari X X X v X X
Extension
USB HID X X X X X v
(native)
WalletCon v v v v v X
nect

WalletConnect (&7 /\1 X & BEBET 2D TlE#R <. Openloop Connect 7 7Y RHED Y
T—rEELTY, 7/\A R (P RLRAEUEEE) (& Connect 7 U AITITONE T,

18



| #BR7O—Fv—k

73y h7A—I

[ TT—

v

ENAI Node. s / Electron

FRI YT TZ90Y

Chrome / Edge? WalletConnect i0S Safari? Android Chrome? WalletConnect USB HID (native) ‘
Yes / ves \ND L L

WebHID (USB) Web Bluetooth ’ LocalWs (Connect #£7) ’ Safari Extension ‘ Web Bluetooth

| & Transport i

WebHID (USB)

INyr—Y: @openloop/transport-webhid ¥ IGEEEE: Chrome 89+ / Edge 89+ (FRZ by /M
)

USB T —JILTTN\A A= EEERLE T, ROEETCTELLERAR T,

Static XV v R

XYy R SiER

isSupported(): boolean WebHID APl 2¥F]FEAIEED

connect(): Promise<WebHidTransport> TINAZAEY h—2RRUTER (- —Y X
F v —E)

reconnect(): Promise<WebHidTransport \| = LEIEFAISINhizT/\1 RIcEHEBES
null>

19



d— K6l

import { WebHidTransport } from '@openloop/transport-webhid’

// HiR— FEERR
if (!WebHidTransport.isSupported()) {
console. log('WebHID is not supported in this browser')

by

// #EEE GR2 291 v I KHT)
const transport = await WebHidTransport.connect()

// BEIEER (R—UHRAAAE)
const transport = await WebHidTransport.reconnect()

// VIR
transport.onDisconnect(() => {
console. log('Device disconnected')

})

Web Bluetooth

Iy r—3:. @openloop/transport-webble ¥ IERIE: Chrome 56+ / Edge 79+ (F RV hv ) |
Android Chrome

Bluetooth Low Energy (BLE) T4V L X#EHKL £,

Static XV v K

XYy R Ll

isSupported(): boolean Web Bluetooth APl A\l FAETEED

connect(): Promise<WebBleTransport> TINAZAEY h—Z2RRUTERE (A—HY—-Yz X
F v —hE)

reconnect(): Promise<WebBleTransport \| = LEIRFYU>T ULIzT/\1 XICEES (Chrome
null> 100+)

20



d— K6l

import { WebBleTransport } from '@openloop/transport-webble’

if (!WebBleTransport.isSupported()) {
console. log('Web Bluetooth is not supported')

s

// #EHEERT
const transport = await WebBleTransport.connect()

// BEBEERE
const transport await WebBleTransport.reconnect()

EREIE
- BLE &7 NILBEICEEBYIMISNE 2 &ENH D £9, Transport [ERD  exchange() MOH UK
ICBEIBEERZRAE T,
- MTU (Maximum Transmission Unit) &7/\1/ R&Xx TV IT—yavah, 7L—LY14 XHEE
ARINED,
- T 7A)LE MTU: 155 /X1 bk

LocalWS (273 V%)

Iy r—3: @openloop/transport-local MIHERIE: WebSocket ZHMR— K9 227 70 HiRsE
#%: Openloop Connect 7RV by 77 FUDEELTWS Z &

Openloop Connect TRAIVKNYTI7ZTUNRMET S WebSocket H—/\— (ws://
127.0.0.1:21320 ) B TEIEULEYJ, Firefox, Safari D WebHID/WebBLE ST Z 75 TH
BELE T,

Static XV v R

XYy R HiEA
isAvailable(port?, host?):  Connect H—/\—HBELTWZH
Promise<boolean>

21
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d— K6l

import { LocalWsTransport } from '@openloop/transport-local’

// Connect 7 7'') Di2EIFEER
const available = await LocalWsTransport.isAvailable()

// tEfn

const transport = new LocalWsTransport({
port: 21320, // T+ kK
host: '127.0.0.1', // T4t

})

await transport.open()

[/ TINA REFRREEDEEBA
transport.onDeviceChange( (connected: boolean) => {
console. log('Device:"', connected ? 'connected' : 'disconnected')

P

Zak3al

JSON-RPC 2.0 over WebSocket:

XYy R Bl
openloop_exchange APDU a7 Y RXZ{E
openloop_lock TINA ZOFEBO Y U S
openloop_unlock TINA ZDHEO Y 7 R
openloop_status TINA AR D RS

Safari Extension (i0S)

I\ —3: @openloop/transport-safari XhtERiE: iOS Safari (Openloop Safari Extension - >
AN=ILEH)

Safari Web Extension Z#&H LT iOS ® CoreBluetooth Ic 727X L. BLE TF/N\A A EBELE
ER

22



Static XV v R

XYy R Bl

isAvailable(timeout?): Promise<boolean> = Safari Extension H-1 YA k—JILZhTWBh (F
TAILN SMTALTTR)

scan(duration?): Promise<DevicelInfo[]> BLE 7/\+14 X & AF v+

connect(deviceId?): FINA RN
Promise<SafariTransport>

d—K41

import { SafariTransport } from '@openloop/transport-safari'

// Extension DR
const available = await SafariTransport.

/] TINAADRAX v

const devices = await SafariTransport. (5000) // S5#HRF¥ >
console. ('Found devices:', devices)

// ¥k
const transport = await SafariTransport. (devices[0]?.deviceld)

USB HID (Native)
INyr—3: @openloop/transport-usb MIGEREE: Node.js / Electron #k#F: node-hid

7205 %FEpTICERE USB TA REBELEY, Y—N\—HYA RPTRI Ny FF7FUIKELTW
ESER

Static XYV v R

XYy R HiEA
discover(): UsbDeviceInfo[] Efi S T\ % Openloop/Ledger 7/\1 X % 5l|Z

23



d— K6l

import { UsbHidTransport } from '@openloop/transport-usb’

// TN REH
const devices = UsbHidTransport.discover()
if (devices.length === 0) {

console. log('No device found')

by

// ¥k
const transport = new UsbHidTransport({ path: devices[0].path })
await transport.open()

// BEY) FTA4 (TIAI FRKR3E)

const transport = new UsbHidTransport({
path: devices[0].path,
maxRetries: 3,
exchangeTimeout: 120000, // 2%

)

WalletConnect

INY 4 —3: @openloop/sdk-core (WcTransport & sdk-core IC&E N 2) XibERIE: WebSocket
EHR—NT 22750

WalletConnect v2 UL —#&H7T. YE—K®D Openloop Connect 77U EBIELE T, HATLX
Vv K openloop_exchange %{f->7T APDU ¥ > RZH#LFI,

ML WalletConnect &3 Z2B LT ZE W,

OpenloopSDK 7 5 X Ic & % BEhi&iH

OpenloopSDK 7 S R%{ES &, FIFEFIAE/LR Transport Z# BEIRH U CERTEE T,

24
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import { OpenloopSDK, EthereumApp, DEFAULT_ETH_PATH } from '@openloop/sdk-core'
import { WebHidTransport } from '@openloop/transport-webhid'
import { WebBleTransport } from '@openloop/transport-webble’
import { LocalWsTransport } from '@openloop/transport-local’

// Transport #Z&%
OpenloopSDK. registerTransport('webhid', {

factory: () => WebHidTransport.connect(),

name: 'WebHID (USB)',

isAvailable: () => WebHidTransport.isSupported(),
1)

OpenloopSDK. registerTransport('webble', {

factory: () => WebBleTransport.connect(),

name: 'Web Bluetooth',

isAvailable: () => WebBleTransport.isSupported(),
1)

OpenloopSDK. registerTransport('local', {
factory: async () => {
const t = new LocalWsTransport()
await t.open()
return t
o
name: 'LocalWS (Connect)',
isAvailable: () => LocalWsTransport.isAvailable(),

})

// FATHEEZ: Transport #HE:E

const transports = await OpenloopSDK.discover()

console. log(transports)

7

// { type: 'webhid', name: 'WebHID (USB)', available: true },

// { type: 'webble', name: 'Web Bluetooth', available: true },

// { type: 'local', name: 'LocalWS (Connect)', available: false },
//

// ¥EE LT Transport THEHE
const transport = await OpenloopSDK.connect({ transport: 'webhid' })

// FIERMICFIAREEL Transport THEHE
const transport = await OpenloopSDK.connect()




| By —

/] R—=TEHABBEICURIDT /N, RNBEIBES
async function autoReconnect(): Promise<ITransport | null> {
// WebHID: LIRTEFRISNi=T/\A R ZEH&H
if (WebHidTransport.isSupported()) {
const transport = await WebHidTransport.reconnect()
if (transport) return transport

by

// WebBLE: LIRIRT7 U 2Y LizT/8 R %&#&H (Chrome 100+)
if (WebBleTransport.isSupported()) {
const transport = await WebBleTransport.reconnect()

if (transport) return transport

by

// LocalWS: Connect 7 7YANEE)L TULVvhIEHEESE
if (await LocalWsTransport.isAvailable()) {
const transport = new LocalWsTransport()
await transport.open()

return transport

}

return null

RDATYT

- Ethereum APl — EthereumApp & XY v K
- Bitcoin APl — PSBT E4& D&
- WalletConnect Z=# — WcTransport / AppKit
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Bitcoin API

BitcoinApp 7 T XIE. Bitcoin DF RLRAEE. Xvt—YEH (BIP-137) . PSBT (Partially
Signed Bitcoin Transaction) E&%EH# U £,

| 1 vik—h

import {
BitcoinApp,
BTC_MAINNET_PATH,
BTC_TESTNET_PATH,

type BtcMessageSignature,
type InputSigningPath,
} from '@openloop/sdk-core'

| At

const btc = new (transport)

|XVWF—%

XYy R BL]
getAddress(testnet?) SegWit 77 KL REXE (mainnet/testnet BEIYIE)
getAddressWithPath(path) FE0 BIP32 /XA T7 KL ZAEE
getAccountXpub(coinType) 7 Hho vk LRNIIERARBONG
signMessage(message, path) BIP-137 X vt—YE%
signPsbt(psbt) PSBT 4 (\1FUAHH)
signPsbtHex(psbt) PSBT &4 (hex AH7)
signPsbtWithPaths(psbt, inputPaths) ANNRIEEEME PSBT E4
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getAddress

SegWit (bech32) 7 RLRAZEEULET,

async (testnet?: boolean): Promise<{
publicKey: string // FFE#MELEHE (hex)
address: string // bech32 7 FLX ("bcl..." or "tbl...")

chainCode: string // Fxz—>a—F (hex, 32 bytes)
>

INTKX—=4H
EA:] it F7AILK A
testnet boolean false true : testnet /CX

(84'/1'/0'/0/0 )

T7AILNIRR
XYy hT7—9 AV 3 TEE
Mainnet 84'/0'/0'/0/0 BTC_MAINNET_PATH
Testnet 84'/1'/0'/0/0 BTC_TESTNET_PATH
=R

// Mainnet
const { address } = await btc.
// address: "bclg..."

// Testnet
const { address } = await btc.
// address: "tblg..."

getAddressWithPath

EFR2D BIP32 NATFP7RLAZEELERT, YILFFZATDYRPEHORA7 RLADEIEICFERL X
ED

28



async getAddressWithPath(path: string): Promise<{
publicKey: string

address: string
chainCode: string
>

izl

// 2BEDTHIY FORIDT KL R
const { address } = await btc.getAddresswWithPath('84'/0'/1'/0/0")

// B#EYRET FLR
const { address } = await btc.getAddresswWithPath("'84'/0'/0'/1/0")

/] "m/" TL T4y RETE
const { address } = await btc.getAddressWithPath("m/84'/0'/0'/0/5")

getAccountXpub

TFhoohLRNIVOIEAFRE ( m/84'/coin'/0" ) ZEEBULEY, V7 Uz FAICFEEHZ1T
W, BEMEZRYC 7 RLAERICHERUED,

async getAccountXpub(coinType: number): Promise<{
publicKey: string // E#E2F# (hex, 33 bytes)

chainCode: string // Fx—>a—F (hex, 32 bytes)
>

INGA—%5
E2Ln] B B
coinType number @ : mainnet, 1 :testnet

=R

const { publicKey, chainCode } = await btc.getAccountXpub(@) // mainnet

29



sighMessage

BIP-137 EXTAXA v E—JICERALET,

async (
message: string,
path: string
): Promise<BtcMessageSignature>

SiER

message string UTF-8 Xy t—

path string BIP32 /XX (fl: "84'/0'/@'/
0/0" )

i&zD ﬁE BtcMessageSignature

Z14—=ILR i) B

\% number AU — ID (35-38: P2WPKH
native SegWit)

r string R & (32 bytes hex)

s string S & (32 bytes hex)

signature string TLBEA (65 bytes: V || R ||
S) @O Baseb4

ezl

const sig = await btc. ('Hello, Bitcoin!', BTC_MAINNET_PATH)

console. (sig.signature) // Base64 encoded signature

sighPsbt

PSBT (Partially Signed Bitcoin Transaction) (cE&U% 9, PSBT KD BIP32_DERIVATION
T4—=ILRhS2ZE8ERHLET,

30



async signPsbt(psbt: Uint8Array | string): Promise<Uint8Array>

B L]
psbt Uint8Array \| string PSBT /N1 +YUTF—% %/l hex
X5
B D fE

EREH PSBT D/NN1F+UFT—% ( Uint8Array )

sighPsbtHex

hex XZF5|ThD PSBT B4, AN EHIC hex XFF T,

async signPsbtHex(psbt: string): Promise<string>

{EFB

const signedHex = await btc.signPsbtHex('70736274ff...")

signPsbtWithPaths

FEAHND BIP32 /XX ZBARINICIEE LT PSBT ICEZULZXY, PSBT (C BIP32_DERIVATION 7 —
JLRALGWNEEY, BEDANDHEL LIcWESICERLET,

async signPsbtWithPaths(
psbt: string,

inputPaths: InputSigningPath[]
): Promise<string>
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E2L0] B FiER
psbt string PSBT hex 3XF751
inputPaths InputSigningPath[] AN ED/IKRIETE
InputSigningPath
7Z14—=ILR B L]
index number PSBT DAAA YT Y IR
path string BIP32 /XX (flI: "84'/0'/0'/
/5" )
=

const signedHex = btc. ('70736274ffF...", [
{ index: 0, path: "84'/0'/0'/0/0" },
{ index: 1, path: "84'/0'/0'/0/3" },

{ index: 2, path: "84'/0'/0'/1/0" },
1

PSBT 70 k JJL&FiH

PSBT Z4&ET/\A XD 3 7z —XBETITONET,
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SDK Device

Phase 1 — PSBT 3%{5 (INS=0x70)

P1=0x00 [4B size][1B num_paths][paths...][data...]
[

SW=0x9000
‘, ................................................................
P1=0x80 [continuation data...]
b
SW=0x9000
e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeene e e
P1=0xFF [final chunk] — B &FI%A
Phase 2 — 7/\1 A TE4%
d—Y—HEH RS L AR
SW=0x9000
4. ................................................................
Phase 3 — F#& & PSBT HUG (INS=0x71)
P1=0x00
-
< [chunk] + SW=0x6100 (¥:Z % D)
P1=0x01
>
. [chunk] + SW=0x9000 (&)
SDK Device

33



Phase 1: PSBT (S

Frro P1 F— s
=) 0x00 [4B total_size][1B

num_paths][paths...]
[psbt_data...]

blisi 0x80 [psbt_data...]
=& OxFF [remaining_data]l — /%«
A CEXRA

num_paths=0 : PSBT M BIP32_DERIVATION H'5BEEhigH

num_paths>0 : FAND/NAZBERIEE ( [1B input_index][1B path_len][4B * path_len
elements] )

Phase 2: 7/\1 A CE%

A—Y—DNTNA AEETr P2 a Vv RBZERL. ERBRI Y ER LRI,

Phase 3: #&i&# PSBT Bl{S

LARVR AT—HAT—R =3

[signed_psbt_chunk] Ox61XX HET—YHD ROFr>I%
=K)

[signed_psbt_chunk] 0x9000 RBEFrrU (BBET)

FrIAVTvIR%E QDSIBICA YT UXY KU, 0x9000 HHRDETEDIRLET,



bitcoinjs-lib E#

import x as bitcoin from 'bitcoinjs-lib’
import { BitcoinApp, BTC_MAINNET_PATH } from '@openloop/sdk-core'’
import { WebHidTransport } from '@openloop/transport-webhid'

const transport = await WebHidTransport.connect()
const btc = new BitcoinApp(transport)

// 7 RLRAEE
const { address, publicKey } = await btc.getAddress()

// PSBT {ERk
const psbt = new bitcoin.Psbt({ network: bitcoin.networks.bitcoin })
psbt.addInput({
hash: 'txid...',
index: 0,
witnessUtxo: {
script: Buffer.from('0014...', 'hex'),
value: 50000,
H
})
psbt.addOutput({
address: 'bclg...',
value: 40000,
})

// PSBT Z#T/\AXATEH

const psbtHex = psbt.toHex()

const signedHex = await btc.signPsbtWithPaths(psbtHex, I
{ index: 0, path: BTC_MAINNET_PATH },

1)

// BREH PSBT ZFHmIHAH
const signedPsbt = bitcoin.Psbt.fromHex(signedHex)

signedPsbt.finalizeAllInputs()

// TA—K*Fx X FE raw transaction

const rawTx = signedPsbt.extractTransaction().toHex()

RDATY S

. Solana API
I — A —ETRBD/N\NY RS
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Ethereum API

EthereumApp 7 ZRl&. Ethereum D7 RLRABE., XAvt—IBLH, NIy avEEL,
EIP-712 Typed Data 4. EIP-7702 Authorization B4 % 2#U £,

| 1 vik—h

import {
EthereumApp,

DEFAULT_ETH_PATH,
type SignatureResult,
} from '@openloop/sdk-core'

| At

const eth = new (transport)

transport (& ITransport V% —7 1 —RX%EEHETBERD Transport 1 VX5 VAT,

| vy r—E

AYYR A

getAddress(path) 7 RLRAEARBEES
signPersonalMessage(path, message,  EIP-191 personal_sign

chainId?)

signTransaction(path, rawTx) RLP TyO—RBFH NS VH O3 VICESL

signTypedData(path, domainHash, msgHash, EIP-712 Typed Data I[cE%
chainId?)

signAuthorization(path, EIP-7702 Authorization [c &4
authorizationR1lp)
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getAddress

FINA AHS Ethereum 7 RL A EAREBZEEL XY,

async getAddress(path: string): Promise<{
publicKey: string // JEE#sRE# (hex, 65 bytes)
address: string /] FxvOHLFETRFLR ("0x...")

i A

path string BIP44 JRZ (1
"44'/60'/0'/0/0" )

=R

import { DEFAULT_ETH_PATH } from '@openloop/sdk-core'

const { address, publicKey } = await eth.getAddress(DEFAULT_ETH_PATH)

// address: "0x742d35Cc6634C0532925a3b844Bc9e7595f2bD18"
// publicKey: "0@4alb2c3d4..."

T 7AILKICRA

DEFAULT_ETH_PATH = "44'/60'/0'/0/0"

sighPersonalMessage

EIP-191 personal_sign TAvYvE—JIcERHLFE T, Fx—> ID ZR# I % Openloop HE DILEKR T
ANJILZEFERALET,

async signPersonalMessage(
path: string,

message: string,
chainId?: number
): Promise<SignatureResult>
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£ i) F7xIE L
path string — BIP44 /XX
message string — AytE—Y (UTF-8 X
FHEIE 0x L
T4 v Y AFE hex)
chainld number 1 EVM Fx—>ID

ﬁ D ﬂE SignatureResult

Z4—=ILR il SHER
\% number A/ — D (27 or 28)
r string R & (32 bytes hex, 0x 7%L)
S string S B (32 bytes hex, 0x 7&UL)

const sig = await eth.
DEFAULT_ETH_PATH,
'Hello, Openloop!’,

1
)
// sig.v 27
// sig.r = "alb2c3..."
// sig.s = "d4e5f6..."

AR RWXYE—YJREFBEINICF vy I7REESNTTNN\ARAICEKESNET (BUOFvv> Y
150 /XA k. L& 255 X1 h9D)

signTransaction

RLP T O—RKREHD Ethereum RSV 3 VIcBLZULET,
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async signTransaction(
path: string,

rawTx: string
): Promise<SignatureResult>

INGA—%5
E2Ln] B B
path string BIP44 /XX
rawTx string RLP  IYO—REHNZVHY
a3y (hex, O0x FL74vI R
Hb/L)

=R

const sig = await eth.signTransaction(
DEFAULT_ETH_PATH,

'f86c0a8502540be400825208. . . "

sighTypedData

EIP-712 Typed Data ICE& U F 9, FFilC/\v > a{bEnfz domainSeparator & message %iE L
ESCIS

async signTypedData(
path: string,
domainSeparatorHash: string,

messageHash: string,
chainId?: number
): Promise<SignatureResult>
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INGA=H

E2L0] i T7#AIE ELL]
path string — BIP44 /XX
domainSeparatorHas string — EIP-712 domain
h separator /\v ¥ a1 (32
bytes hex)
messageHash string — EIP-712 message /\v

¥ 1 (32 bytes hex)

chainld number 1 EVM Fz—> ID

{EFB

const sig = await eth.
DEFAULT_ETH_PATH,
, // domainSeparatorHash

‘aabbccddee. ..
'1122334455..."', // messageHash
1

sighAuthorization

EIP-7702 Authorization (EOA [cxt9 % Set Code) ICE&ZUL X,

async
path: string,

authorizationRlp: string
): Promise<SignatureResult>

INTGAX=%

2l B L
path string BIP44 /XX
authorizationRlp string RLP([chain_id, address,

nonce]) @ hex

40



=R

const sig = await eth.signAuthorization(
DEFAULT_ETH_PATH,

'c3010a...' // RLP([1, "@x...", @])

41



ethers.js Eif

import { ethers } from 'ethers'
import { EthereumApp, DEFAULT_ETH_PATH } from '@openloop/sdk-core’
import { WebHidTransport } from '@openloop/transport-webhid'

const transport = await WebHidTransport.connect()
const eth = new EthereumApp(transport)

// 7 RLRAEE
const { address } = await eth.getAddress(DEFAULT_ETH_PATH)

/] S 2Y0 T3 e

const tx = {
to: 'Oxd8dA6BF26964aF9D7eEd9e@3E53415D37aA96045",
value: ethers.parseEther('0.01"),
gasLimit: 21000n,
gasPrice: (await provider.getFeeData()).gasPrice,
nonce: await provider.getTransactionCount(address),
chainId: 1n,

// RLP T>a—FLTEA
const unsignedTx = ethers.Transaction.from(tx).unsignedSerialized
const sig = await eth.signTransaction(DEFAULT_ETH_PATH, unsignedTx)

/] BREFEH LS OHY I3 UEEE
const signedTx = ethers.Transaction. from({
0o 08X
signature: {
vV: sig.v,
r: 'ox' + sig.r,
s: 'Ox' + sig.s,

// FE—FX¥ R bk
const txResponse = await provider.broadcastTransaction(signedTx.serialized)

42



| viem Ei

import { createPublicClient, http, parseEther } from 'viem'

import { mainnet } from 'viem/chains'

import { EthereumApp, DEFAULT_ETH_PATH } from '@openloop/sdk-core’
import { WebHidTransport } from '@openloop/transport-webhid’

const transport = await WebHidTransport.connect()
const eth = new EthereumApp(transport)

const { address } = await eth.getAddress(DEFAULT_ETH_PATH)

// personal_sign

const sig = await eth.signPersonalMessage(
DEFAULT_ETH_PATH,
'Hello from viem!',
1

// viem DERA T +—< v ML
const signature = "0Ox${sig.r}${sig.s}${sig.v.toString(16)}" as “@Ox${string}’

RDATYT

. Bitcoin APl — PSBT £%
IO — A—-HY—ERED/N\VY KUY VYT
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XRP API

XrpApp U T RAIE. XRP Ledger OF7 RLZAEEBE NI VYOI a3V EBRZRHELET, EJ25519
(T 7AILK) & secp256k] DA DIEHMERE Y R—K L TWVWET,

| Ethereum & DFEREL

IHH Ethereum XRP

7 RLAFER 0x... (hex) r... (Base58Check)

T 7 A )L SR secp256k 1 Ed25519

Ed25519 N\ — OXED L7404y U AfFE

BHTA—< VL v/r/s raw bytes (Ed25519: 64B,
secp256k1: DER)

BIP44 /XX 44'/60'/ . .. 44'/144' /... (Ed25519: £
IN—R=>%)

| 1 vR—k

import {
XrpApp,
DEFAULT_XRP_PATH,

type XrpSignatureResult,
type XrpCurve,
} from '@openloop/sdk-core'

| At

const Xrp = new (transport)
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| XYy h—%

XYy R e
getAddress(path, curve?) XRP 7 R LR &N =EEE
signTransaction(path, txBlob) VIUTZARBEHNZT T a VIcES

| getAddress

TINA A5 XRP Ledger 7 KLAEZREB LT,

async
path: string,
curve?: XrpCurve

): Promise<{
publicKey: string // 22Ei# (hex, Ed25519: 33B with OXED prefix, secp256kl: 33B co

address: string // XRP 7 RLZAR ("r...")

E2Ln] B FT7#ILE e
path string — BIP44 /XX
curve XrpCurve 'ed25519" 'ed25519" or
'secp256k1’

XrpCurve gg

type XrpCurve = 'ed25519' | 'secp256k1’

T7AILRNIKR

DEFAULT_XRP_PATH = "44'/144'/0'/0'/@'" (Ed25519: £EXR/\—RKZ>7)
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=R

// Ed25519 (F7#JL k)

const { address, publicKey } = await xrp. (DEFAULT_XRP_PATH)
// address: "rHb9CJAWyB4rj91VRWn96DkukG4bwdtyTh"

// publicKey: "ed0la2b3c4..." (OxED prefix)

// secp256kl

const { address, publicKey } = await xrp. (
"44'/144'/0'/0/0", // secp256kl [FIEN—KZ=Z2H /R ETH]
'secp256k1’

Hi#RERE P2 fE

B e
'ed25519" 0x80 Ed25519 (F7 )L~ #5E)
'secp256k1’ 0x40 secp256k1 (Ethereum E i)

| signTransaction

JUTPSAXEHD XRP kS5 723 vIicBRLET,

async
path: string,
txBlob: string

): Promise<XrpSignatureResult>

e i) Bkl
path string BIP44 /XX
txBlob string VIUFPSARXFHNZ VT I3
v (hex, @x »D/7%xL)

46



\L’i. D ﬂE XrpSignatureResult

74—ILR B L
signature string 222D  hex (Ed25519: 64

bytes, secp256kl: DER I v
O—RAER)

=R

const { signature } = await xrp.
DEFAULT_XRP_PATH,

'120000228..."' // serialized transaction blob

47



xrpl.js EiE

import { Client, Wallet, encode, decode } from 'xrpl'
import { XrpApp, DEFAULT_XRP_PATH } from '@openloop/sdk-core'
import { WebHidTransport } from '@openloop/transport-webhid'

const transport = await WebHidTransport.connect()
const xrp = new XrpApp(transport)

// 7 RLRAEE
const { address, publicKey } = await xrp.getAddress(DEFAULT_XRP_PATH)

// XRP Ledger [Tt
const client = new Client('wss://xrplcluster.com/")
await client.connect()

// ES2H3 AER
const prepared = await client.autofill({
TransactionType: 'Payment',
Account: address,
Amount: '1000000', // 1 XRP = 1,000,000 drops
Destination: 'rPT1Sjq2YGrBMTttX4GZHjKu9dyfzbpAYe',
)

/] DUTSARXRLTTINARTES
const txBlob = encode(prepared)
const { signature } = await xrp.signTransaction(DEFAULT_XRP_PATH, txBlob)

/] BRERS VYYD a VBN
const signedTx = {
... prepared,
TxnSignature: signature.toUpperCase(),
SigningPubKey: publicKey.toUpperCase(),
b

// FH—FX¥ R bk
const result = await client.submitAndWait(encode(signedTx))

console. log('TX Result:', result.result.meta.TransactionResult)

await client.disconnect()

RDATY S

. WalletConnect &£
. IS
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Solana API

SolanaApp ¥ ZRl&. Solana D7 RLRAEE., "IV H U a VB L AT7F 11—V AvE—IESH
iRt U £ 9, Ledger Solana 7 7Y H#ad APDU 7O M )L ZERLE T,

| 1 vik—h

import {
SolanaApp,

DEFAULT_SOL_PATH,
} from '@openloop/sdk-core'

| At

const sol = new SolanaApp(transport)

| Xy r—8

XYy R SiEA
getAddress(path) Ed25519 AR L Baseb8 7 KL XA &#HE
signTransaction(path, txBytes) NoVH o> avicES

signOffchainMessage(path, messageBytes) AT7F—AvE—VICEH

getAddress

TINA A5 Solana 7 KL X (Ed25519 NFIfED Baseb8 T 1—K) Z#EEBLEY,

async getAddress(path: string): Promise<{
publicKey: string // Ed25519 AB# (hex, 32 bytes)

address: string // Base58 7 kLR
>

49



E2L0] B FiER
path string BIP44 /XX (f5l:  "44'/501'/
0'/0'" )
T7AILMIKR

DEFAULT_SOL_PATH = "44'/501'/0'/0'"

382 Solana (& Ed25519 #fEREI /6. IKADEERN/\—RKRZVIIhTWET,

£l

const { address, publicKey } = await sol. (DEFAULT_SOL_PATH)

// address: "7xKXtg2CW87d97TXJSDpbD5jBkheTqA83TZRuJosgAsU"

signTransaction

Solana NS Y H U ¥ 3> DIN\AF+ )T —4IC Ed25519 BEEZZITWE T,

async
path: string,
txBytes: Uint8Array

): Promise<string> // 64-byte Ed25519 E£% (hex)

E2Ln] 8 EiER
path string BIP44 /XX
txBytes Uint8Array VIUTPSARXBFHNZT T I

> (raw binary)

& D fE

64 /\1 k@ Ed25519 4 (hex X=F75)

50



=R

const signatureHex = await sol.signTransaction(
DEFAULT_SOL_PATH,

transactionBytes

)

ER AZER NS Y 3 VIFEEMIC Ledger P2 Fv 0 7OKNJILTHERXRESINE
ED

signOffchainMessage

A7F =X vt— (Sign-In With Solana &) ICB&A LI,

async signOffchainMessage(
path: string,
messageBytes: Uint8Array
): Promise<string> // 64-byte Ed25519 £% (hex)

%Al B e
path string BIP44 /XX
messageBytes Uint8Array Ay t—I D raw bytes

=R

const message = new TextEncoder().encode('Hello, Solana!')

const signatureHex = await sol.signOffchainMessage(DEFAULT_SOL_PATH, message)

51



@solana/web3.js Ei

import {
Connection,
PublicKey,
SystemProgram,
Transaction,
} from '@solana/web3.js'
import { SolanaApp, DEFAULT_SOL_PATH } from '@openloop/sdk-core'
import { WebHidTransport } from '@openloop/transport-webhid’

const transport = await WebHidTransport.connect()
const sol = new SolanaApp(transport)

// 7 RLRAWE
const { address } = await sol.getAddress(DEFAULT_SOL_PATH)
const publicKey = new PublicKey(address)

/] bS2YT 3 e
const connection = new Connection('https://api.mainnet-beta.solana.com')
const recentBlockhash = (await connection.getlLatestBlockhash()).blockhash

const tx = new Transaction()
tx.add(
SystemProgram.transfer({
fromPubkey: publicKey,
toPubkey: new PublicKey('...'),
lamports: 1000000, // 0.001 SOL
1)
)
tx.recentBlockhash = recentBlockhash
tx.feePayer = publicKey

/! TINARXTEAS
const txBytes = tx.serializeMessage()
const signatureHex = await sol.signTransaction(DEFAULT_SOL_PATH, txBytes)

/] BRE RSO3 ITEM

const signatureBytes = Uint8Array. from(
signatureHex.match(/.{2}/g)!.map(b => parseInt(b, 16))

)

tx.addSignature(publicKey, Buffer.from(signatureBytes))

// F7A—KEXv Xk
const txId = await connection.sendRawTransaction(tx.serialize())
console. log('TX:"', txId)




RDATY S

- TRON API
- XRP API
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TRON API

TronApp 7 Z A& TRON OF7 RLZAEE, hSUH I3 VER. AvtE—YEZERHULET,
Ethereum &REIU INS A—RZFERUEIH. BIP44 JCAD coin_type=195" (L&D T77—LD 7
M TRON E—RTEIMELX T,

| Ethereum & DFELIELY

IEH Ethereum TRON

7 KL AFR 0x... (hex) T... (Baseb8Check)
TX/N\v>a Keccak-256 SHA-256

BAL ARV R V(1) + R(32) + S(32) R(32) + S(32) + V(1)

V DB 27 or 28 0 or 1 (recovery ID)

| 1=k

import {
TronApp,
DEFAULT_TRON_PATH,

type SignatureResult,
} from '@openloop/sdk-core’

| At

const tron = new (transport)

| Xy r—8

XYy R e
getAddress(path) TRON Z7RLZ (T... ) &EAREEEE
signTransaction(path, rawDataHex) NS >H¥4o 3> raw_data ICES
signMessage(path, message) Xyt —YICEH
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getAddress

TINA ZAH5 TRON 7 RL X (Baseb8Check o=t T... ) ZEUSL £,

async getAddress(path: string): Promise<{
publicKey: string // JEE#HE/ARBSE (hex, 65 bytes)
address: string // Base58Check 7 FL X ("T...")

E2T] B L]
path string BIP44 /XX (f: "44'/195'/
0'/0/0" )
T7AILKIKR

DEFAULT_TRON_PATH = "44'/195'/0'/0/0"

=R

const { address } = await tron.getAddress(DEFAULT_TRON_PATH)
// address: "TLsV62...txnV1Fm"

sighTransaction

TRON S vH 2o 3>®D raw_data ICEZULET,

async signTransaction(
path: string,

rawDataHex: string
): Promise<SignatureResult>
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E2L0] B B
path string BIP44 /XX
rawDataHex string protobuf Bl V-8
raw_data @ hex ( @x » D/
L)

x D ﬁE SignatureResult

74—=ILR i A
Vv number DAY —ID (Oor 1)
r string R & (32 bytes hex)
S string S & (32 bytes hex)

const sig = await tron.
DEFAULT_TRON_PATH,
'alb2c3d4...' // raw_data hex

sighMessage

TRON X v tE—VIcBALET, 77—LTT7h BIP44 JCZA®D coin_type=195"' %R T TRON H
DAY=V 74—y hZBRAULET,

async
path: string,

message: string
): Promise<SignatureResult>
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INGA—5

%l i e
path string BIP44 /XX
message string UTF-8 X v E—3IXF7l
{E A5

(DEFAULT_TRON_PATH, 'Hello, TRON!')
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TronWeb &%

import TronWeb from ‘tronweb'’
import { TronApp, DEFAULT_TRON_PATH } from '@openloop/sdk-core'
import { WebHidTransport } from '@openloop/transport-webhid'

const transport = await WebHidTransport.connect()
const tron = new TronApp(transport)

// 7 RLRAEE
const { address } = await tron.getAddress(DEFAULT_TRON_PATH)

// TronWeb TrS2HU S 3 1B
const tronWeb = new TronWeb({ fullHost: 'https://api.trongrid.io' })

const transaction = await tronWeb.transactionBuilder.sendTrx(
'TLsV62...', // EEX
1000000, // 1 TRX = 1,000,000 SUN
address

// raw_data % hex [ZZ#LTT/N\A R TE%
const rawDataHex = Buffer.from(

JSON.stringify(transaction.raw_data)
).toString('hex")

const sig = await tron.signTransaction(DEFAULT_TRON_PATH, rawDataHex)

/] BRERZOHY L3 ITEM
const signedTx = {

...transaction,

signature: [ ${sig.r}${sig.s}0${sig.v} 1,
b

// 7A—FR*v X L
const result = await tronWeb.trx.sendRawTransaction(signedTx)

RDATYT

- XRP API
. IS —E
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WalletConnect &Ei

Openloop SDK (& WalletConnect v2 Z@UT2E—RTN\A R 7V RA% 2 DDARXRTHR—KUL
TWEY,

| 2 A=

AR LRI Bl

WcTransport BEL AL APDU avv K%
WalletConnect U L —#Z@H THf

AppKit SLANIL Reown AppKit TYILFFz—>
IS DIRE WC i

WcTransport (APDU it =)

WcTransport (& ITransport Z%ZHEZLU. WalletConnect v2 YL —%ZEBUT APDU O~X >V Kzl
E— K ® Openloop Connect 7 7Y ICEEL £,

s 07
dApp (7' Z7%) WC v2 Relay Openloop Connect Openloop Device
openloop_exchange({ apdu: "e002..." }) R
JSON-RPC #5i% -~
APDU (USB/BLE)
Response
{ data: "0400..." }
L 2Ry 23R4
‘. ....................................................
dApp (7 Z71) WC v2 Relay Openloop Connect Openloop Device

DA% L JSON-RPC XY w R openloop_exchange T hex T Id—K&hiz APDU ZXFELE
ER
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tyh7Pyv7

import { WcTransport, EthereumApp, DEFAULT_ETH_PATH } from '@openloop/sdk-core'
import SignClient from '@walletconnect/sign-client'

// WalletConnect SignClient Z#I#iit
const client = await SignClient.init({
projectId: 'your-project-id',

})

/] RT7)VoGEtwy 3 UL
const { uri, approval } = await client.connect({
requiredNamespaces: {
eip155: {
methods: ['openloop_exchange', 'openloop_lock', 'openloop_unlock'],
chains: ['eip155:1'],
events: [1,

// URI # QR 2— FT%x » 1—H—H Openloop Connect TRF+v
console. log('Pairing URI:', uri)

// 2y aVERBEHFD
const session = await approval()

// WcTransport fEmk
const transport = new WcTransport({

client,

session: { topic: session.topic },

chainId: 'eip155:1', // #7FYa> (FI#4J)b: 'eiplh5:1")
1)

await transport.open()

// BED App 7 TADNEZDEFEFEZD
const eth = new EthereumApp(transport)
const { address } = await eth.getAddress(DEFAULT_ETH_PATH)
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WcTransport OEESE

interface WcTransportOptions {
client: IWcSignClient // WalletConnect SignClient 4 > X# X
session: WcSession // 7O T4ty a>r { topic: string }
chainId?: string // Fx—> ID (F74J)k: "eipl55:1")

¥

interface IWcSignClient {
request<T>(params: {

topic: string

chainId: string

request: { method: string; params: unknown }
}): Promise<T>

by

interface WcSession {
topic: string

by

XY v R
XYy R L]
openloop_exchange APDU OV Y RxZ(E
openloop_lock TINA ZDOHEO Y 7 BUE
openloop_unlock TINA ZDHEME O Y T BRI

T

- TINA RICEEF IV EATERVWEETHEL T
ITransport A V9 —7 1 —RAZRELTWDH, & App VZANZFDEEEZD
- FNNA 220wy ( lock / unlock ) B L —EBTHE

AppKit (ELAXJIL WC A=)

Reown AppKit %#{F> &, WalletConnect DIZEXEXY v R ( eth_signTransaction ,
personal_sign %) TEAT=ZY, COAXTIE APDU (FE#EKRHT. Openloop Connect H'A
HTT /N1 ABREZITVET,
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WinFz—rEXY YR

EVM (eip155)
Fr—:- eip155:1 — Ethereum Mainnet - eip155:11155111 — Sepolia Testnet

AV R | XYy R | 8B | |——|——| | eth_sendTransaction | S >VH I3 V&EE |
eth_signTransaction | NIV 3>VEL || eth_sign | 7T—%E% | | personal_sign
EP-191 Xwt—YE4 | | eth_signTypeddata | EIP-712 Typed Data B4 |
eth_signTypedData_v3 | EIP-712 v3 | | eth_signTypedData_v4 | EIP-712 v4 |
wallet_getCapabilities | 7+ L v MNEEEES

Bitcoin (bip122)

Fr—: - bip122:000000000019d6689c085a0e165831e93 — Bitcoin Mainnet
bipl22:000000000933ead1ad@ee984209779ba — Bitcoin Testnet3

XYy R | XYy R | 528 | | |—I| | signPsbt | PSBT &% | | getAccountAddresses
FHIYRPZRLABES | | signMessage | Xwvt—IF% || sendTransfer | X% |

Solana

Fr—V: - solana:5eykt4UsFv8P8NJIdTREpY1vzgKgZKvdp — Mainnet Beta
solana:EtWTRABZaYq6iMfeYKouRulooVU2xgal — Devnet

AV R | XYY R | 8B | |——|—] | solana_signTransaction | hZ>H U 3VESL ||
solana_signAllTransactions | k> 3>8% || solana_signAndSendTransaction
| E&+3#(5 | | solana_signMessage | X vtE—IEZH |

TRON

Fx—2:- tron:0x2b6653dc — TRON Mainnet - tron:0x94a9059e — TRON Shasta Testnet

XYy R | XYy R | 8B | |——|——]| | tron_signTransaction | M V¥ o3 EL | |
tron_signMessage | Xvt—IEH |
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AppKit DE&EH

import createAppKit } from '@reown/appkit/react’

import { WagmiAdapter } from '@reown/appkit-adapter—wagmi'
import SolanaAdapter } from '@reown/appkit-adapter-solana'’
import BitcoinAdapter } from '@reown/appkit-adapter-bitcoin'
import TronAdapter } from '@reown/appkit—adapter—tron'
import mainnet, sepolia } from '@reown/appkit/networks'

const projectId = 'your-walletconnect-project-id'

/] THE T2 —1ERK

const wagmiAdapter = new WagmiAdapter({ projectId, networks: [mainnet, sepolial })
const solanaAdapter = new SolanaAdapter()

const bitcoinAdapter = new BitcoinAdapter()

const tronAdapter = new TronAdapter()

// AppKit fEmk
const modal = createAppKit({
projectld,

adapters: [wagmiAdapter, solanaAdapter, bitcoinAdapter, tronAdapterl],
networks: [mainnet, sepolial,
metadata: {

name: 'My dApp',

description: 'My dApp with Openloop',

url: 'https://my-dapp.com',

icons: ['https://my-dapp.com/icon.png'l,

}r
customwWallets: [
{

id: 'openloop-connect’,
name: 'Openloop Connect',
homepage: 'https://crypto.haudi.jp/openloop/"',
mobile_1link: 'openloop://',
desktop_link: 'openloop://',
image_url: 'https://crypto.haudi.jp/openloop/images/logo/openloop—-icon.png’,
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| WcTransport vs AppKit DEWVLS T

HEIER WocTransport AppKit

APDU L ~JLlE v T2l X HRIEFE
BADRSS PEM !

Ul aviiR—x> b 2L (BRITRE) TE-YIMHE
NILVFFI—v FEITE EEE=

EIP-7702 v RS X FESIS

ST AL~ Openloop Connect @ & 2WC Mt AL vk

#32: - Openloop 7/\1 R & DFHEHEEN — WcTransport - EE VAL v hEYR—KLIZW —
AppKit

| #IRR=EIA

- WalletConnect (& ICY E— k@ Openloop Connect 7 7Y BT 51z, T/\1 AN
Connect 7 7V ICEHRENTWIRENH S

- EIP-7702 Authorization (& WcTransport 2B TO &G (AppKit TIEIEXIE)
- XRP [Z3R7E WalletConnect TIXIEXT I
- WcTransport @ exchange % A7 7 ki WalletConnect J L —D#I#ICHKTE

RDATY T

- T8
CAPILUT7LYR
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Error

“

extends

|

OpenloopError

+name: "OpenloopError”
+message: string

N N

extends extends
ApduError
P TransportError

+name: "ApduError”

+name: "“TransportError”
+statusWord: number P

1 Vik—bk

import { OpenloopError, ApduError, TransportError } from '@openloop/sdk-core'

ApduError

FINAANIZT—DRT—FYXT—RK (0x9000 LIAN) Z#RUFCBEICAO—INET,
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class ApduError extends OpenloopError {
// fl:

readonly statusWord: number

0x6985

APDU AF7—H9 AT —FK K

FL<HBFEA

0x9000

0x6985
0x6a80
0x6a82
0x6d00

0x6e00

0x6f00

Ox61XX

{EFB

User rejected

Invalid data

App not found

Instruction not

supported

CLA not supported

Internal error

More data

— =TI R TEE

H H

)

EmNRT—5

FTZUNEDIH SN

mRARYR—b

CLA RHYR—k

ARELTZ—

mET—5HD

import { ApduError } from '@openloop/sdk-core'

try {

const sig = await eth.signPersonalMessage(DEFAULT_ETH_PATH,

} catch (err) {

if (err instanceof ApduError) {
if (err.statusWord === 0x6985) {

console.log('2—H—MNTNA RTELZEELELE")
} else {
console. log( APDU T35 —:

66

I—HY—HERRY V%
UK

RIEA BIP44 )Xk
oy
TINA ZTHIGT TYUH
BT LR N

TINAADT7—LD T
FIN—=Y' 3 hHH N

RIERT ZXINA K

TINA ZAREBDFE LR
WLZ—

PSBT EMEEOHREL X
RV (T5—TlEA
L)

'Hello')

0x${err.statusWord.toString(16)}")




TransportError

Transport L ¥— (USB/BLE/WebSocket &) THEEIZ—MNRELLBRICAO—INET,

class TransportError extends OpenloopError {

// message [CIZ—MINEFEND
)

& < %% TransportError

AXyt—y RE L%

WalletConnect  transport = WcTransport HF R open() EMATHSHEREYT S
not connected

Transport type "..." not  OpenloopSDK ICRBFRD registerTransport() TZ&
registered Transport e )

No available transport  FIFIFEEZR Transport AY7R0L) Transport D& #xk & IRIEZ R
found

Device disconnected TINA AT S Ttz BERzaH#D

Exchange timeout APDU &S A LF I~ TINA ZDRREZ R (RRBFSL

"N LREwn)
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\

I5—IN\RVVINT—=Y

BEERINT—>

import { OpenloopError, ApduError, TransportError } from '@openloop/sdk-core'

try {
const { address } = await eth.getAddress(DEFAULT_ETH_PATH)
} catch (err) {
if (err instanceof ApduError) {
/] TNNARDLDIT—HE
switch (err.statusWord) {
case 0x6985:
showMessage(' 7/8f A CEFSNELE')
break
case 0x6a80:
showMessage (' ENHET—2 T ")
break
default:
showMessage (" 7/8f AL 5—: ${err.message}’)
}
else if (err instanceof TransportError) {
// BIETS—
showMessage(' 7/8f R EDEHMMAUINE LTz, BEHKELTLESL, ')
else if (err instanceof OpenloopError) {
// FDHd SDK TS5—
showMessage(" T5—: ${err.message} )
else {
// FHLGWIS—
throw err
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BERNEJVNSANT—

async function withRetry<T>(
fn: () => Promise<T>,
reconnect: () => Promise<void>,
maxRetries: number = 1
: Promise<T> {
for (let i = 0; i <= maxRetries; i++) {
try {
return await fn()
} catch (err) {
if (err instanceof TransportError && i < maxRetries) {
await reconnect()
continue
ks

throw err

b

throw new Error('Unreachable')

// {ER
const { address } = await withRetry(
() => eth.getAddress(DEFAULT_ETH_PATH),
async () => {
transport = await WebHidTransport.reconnect()
eth = new EthereumApp(transport!)
}

1—H—EEOUE

function isUserRejected(err: unknown): boolean {
return err instanceof ApduError && err.statusWord === 0x6985

by

try {
const sig = await eth.signTransaction(DEFAULT_ETH_PATH, rawTx)
} catch (err) {
if (isUserRejected(err)) {
// A—H—DOERMGIEE - T7—KRTTE
return
s
// TD/MDIZ—IERT
showError(err)




RDATY S

SAPILU 7Ly — 2BFEE—E
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APl UT77L>A

SHRER - A VI—T1—R VIR - EHD—ETY, §XT @openloop/sdk-core MSILY AR—
REhTWwEd,

=P/
AT —R

- App 7R

- ITo—UZRA

- OpenloopSDK 72X
- WcTransport 7 2 X
- B

- d—T1 YT B¥

| 19 —7z—2

ITransport

TINAREDBEEMRILT DAY —T 11—, £ Transport K’"EELF T,

interface ITransport {
open(): Promise<void>
close(): Promise<void>
isConnected(): boolean

exchange(apdu: Uint8Array): Promise<Uint8Array>
lock(): Promise<void>
unlock(): Promise<void>
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XYy R StEA

open() TINA ANDER =R <
closeQ) EmzRU %
isConnected() BERAHNESH
exchange(apdu) APDU OV Y RZREUTLRARY R ZZ{E
lock() TINA ZDPT 7 £ R 2B (RILFRT v TR
)
unlock() BEfh 7 U = A & BRI
TransportStatus

interface TransportStatus {
connected: boolean

deviceName?: string
deviceId?: string

}

TransportEvent

type TransportEventType = 'connected' | 'disconnected' | 'error
interface TransportEvent {

type: TransportEventType
error?: Error

type TransportEventHandler = (event: TransportEvent) => void

Transportinfo

OpenloopSDK.discover() »%RY Transport 15K,

interface TransportInfo {
type: string // Z&x% (F: 'webhid')
name: string // &x=% (ffl: 'WebHID (USB)')

available: boolean // FIATRREM

72



TransportFactory

type TransportFactory = () => Promise<ITransport>

SignatureResult

Ethereum / TRON @ ECDSA E4&#tE,

interface SignatureResult {
v: number // ') AhNy— ID
r: string // R fE (32 bytes hex, 0x FL 74 vyoR%L)
s: string // S {E (32 bytes hex, 0x 7L 7414 voREL)

BtcMessageSignature

Bitcoin BIP-137 X v t—YE&KER,

interface BtcMessageSignature {

v: number // JAHhN)— ID (35-38: P2WPKH native SegWit)

r: string // R fE (32 bytes hex)

s: string // S fE (32 bytes hex)

signature: string // T£7%ZE% (V || R || S, 65 bytes) ® Base64
b

InputSigningPath

Bitcoin PSBT D A& D BIP32 /XRIEE,

interface InputSigningPath {
index: number // PSBT OAALA T VIR

path: string // BIP32 /XX (f5|: "84'/1'/0'/0/5")
b
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Devicelnfo

interface DeviceInfo {
connected: boolean
path?: string

vendorId?: number
productId?: number

XrpSignatureResult

XRP E&#ER,

interface XrpSignatureResult {
signature: string // £4 hex (Ed25519: 64B, secp256kl: DER AIZK)

by

XrpCurve

type XrpCurve = 'ed25519' | 'secp256k1’

WcSession

interface WcSession {
topic: string

by

IWcSignClient

interface IWcSignClient {
request<T>(params: {
topic: string

chainId: string
request: { method: string; params: unknown }
}): Promise<T>
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WcTransportOptions

interface WcTransportOptions {
client: IWcSignClient

session: WcSession
chainId?: string // 7274/ k: "eipl55:1"
}

App 75X
EthereumApp

class EthereumApp {
constructor(transport: ITransport)

getAddress(path: string): Promise<{ publicKey: string; address: string }>
signPersonalMessage(path: string, message: string, chainId?: number): Promise<Sign
signTransaction(path: string, rawTx: string): Promise<SignatureResult>
signTypedData(

path: string, domainSeparatorHash: string, messageHash: string, chainId?: numben]
): Promise<SignatureResult>

signAuthorization(path: string, authorizationRlp: string): Promise<SignatureResult
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BitcoinApp

class BitcoinApp {
constructor(transport: ITransport)

getAddress(testnet?: boolean): Promise<{ publicKey: string; address: string; chain

getAddressWithPath(path: string): Promise<{ publicKey: string; address: string; ch

getAccountXpub(coinType: number): Promise<{ publicKey: string; chainCode: string }

signMessage(message: string, path: string): Promise<BtcMessageSignature>
signPsbt(psbt: Uint8Array | string): Promise<Uint8Array>
signPsbtHex(psbt: string): Promise<string>

signPsbtWithPaths(psbt: string, inputPaths: InputSigningPath[]): Promise<string>

SolanaApp

class SolanaApp {
constructor(transport: ITransport)

getAddress(path: string): Promise<{ publicKey: string; address: string }>
signTransaction(path: string, txBytes: Uint8Array): Promise<string>

signOffchainMessage(path: string, messageBytes: Uint8Array): Promise<string>

s

TronApp

class TronApp {
constructor(transport: ITransport)

getAddress(path: string): Promise<{ publicKey: string; address: string }>

signTransaction(path: string, rawDataHex: string): Promise<SignatureResult>

signMessage(path: string, message: string): Promise<SignatureResult>

}
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XrpApp

class XrpApp {
constructor(transport: ITransport)

getAddress(path: string, curve?: XrpCurve): Promise<{ publicKey: string; address:

signTransaction(path: string, txBlob: string): Promise<XrpSignatureResult>

by

class OpenloopError extends Error {
name: 'OpenloopError'

class ApduError extends OpenloopError {
name: 'ApduError'
readonly statusWord: number
constructor(statusWord: number)

class TransportError extends OpenloopError {
name: ‘TransportError'
constructor(message: string)

b

OpenloopSDK 75X

Transport DE# - B - BRZEIET 57 7R, 24X Y v K& static T,
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class OpenloopSDK {
static registerTransport(type: string, config: {
factory: TransportFactory
name: string
isAvailable: () => boolean | Promise<boolean>
}): void

static discover(): Promise<TransportInfol[]>
static connect(opts?: { transport?: string }): Promise<ITransport>
static getRegisteredTransports(): stringl]

static clearTransports(): void

WcTransport 75X

class WcTransport implements ITransport {
constructor(options: WcTransportOptions)
open(): Promise<void>
close(): Promise<void>
isConnected(): boolean
lock(): Promise<void>
unlock(): Promise<void>
exchange(apdu: Uint8Array): Promise<Uint8Array>

| &%
USB kBlF

const OPENLOOP_VENDOR_ID 0x303a // Espressif VID
const OPENLOOP_PRODUCT_ID = 0x8341 // Openloop PID

const LEDGER_VENDOR_ID 0x2c97 // Ledger SAS VID
const LEDGER_PRODUCT_ID = 0x1011 // Nano S Hi#
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BIP44 77 # )L IR

const DEFAULT_ETH_PATH "44'/60'/0'/0/0"
const BTC_MAINNET_PATH "84'/0'/0'/0/0"
const BTC_TESTNET_PATH "84'/1'/0'/0/0"

const DEFAULT_SOL_PATH "44'/501'/0'/0"'"
const DEFAULT_TRON_PATH "44'/195'/0'/0/0"
const DEFAULT_XRP_PATH "44'/144'/0'/0'/0'"

BLE ZE#

const BLE_SERVICE_UUID = '13d63400-2c97-0004-0000-4c6564676572"
const BLE_NOTIFY_UUID = '13d63400-2c97-0004-0001-4c6564676572"
const BLE_WRITE_UUID = '13d63400-2c97-0004-0002-4c6564676572"
const BLE_DEVICE_NAME_PREFIX = 'Openloop'

const BLE_DEFAULT_MTU = 155

WalletConnect E#

const WALLETCONNECT_PROJECT_ID = 'f43a098a34fa6d741ffa88b5ce738113"

WalletConnect ¥ixF x—> (CAIP-2)

const SUPPORTED_EVM_CHAINS = [
'eip155:1', // Ethereum Mainnet
'eip155:11155111', // Sepolia Testnet
] as const

const SUPPORTED_BIP122 CHAINS = [
'bipl22:000000000019d6689c085ae165831e93"', // Bitcoin Mainnet
'bip122:000000000933ea01ad0ee984209779ba', // Bitcoin Testnet3
] as const

const SUPPORTED_SOLANA_CHAINS = [
'solana:5eykt4UsFv8P8NJdTREpY1lvzqKqZKvdp', // Mainnet Beta
'solana:EtWTRABZaYq6iMfeYKouRul66VU2xqal', // Devnet

] as const

const SUPPORTED_TRON_CHAINS = [
‘tron:0x2b6653dc', // TRON Mainnet
'tron:0x94a9059e', // TRON Shasta Testnet
] as const
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WalletConnect &g XY v R

const SUPPORTED_EVM_METHODS = [
'eth_sendTransaction', 'eth_signTransaction', 'eth_sign',
'personal_sign', 'eth_signTypedData', 'eth_signTypedData_v3',
‘eth_signTypedData_v4', 'wallet_getCapabilities',

] as const

const SUPPORTED_BIP122_METHODS = [
'signPsbt', 'getAccountAddresses', 'signMessage', ‘'sendTransfer',
] as const

const SUPPORTED_SOLANA_METHODS = [
'solana_signTransaction', 'solana_signAllTransactions',
‘solana_signAndSendTransaction', 'solana_signMessage',
] as const

const SUPPORTED_TRON_METHODS = [
‘tron_signTransaction', 'tron_signMessage',
] as const

const SUPPORTED_EVENTS = ['chainChanged', 'accountsChanged'] as
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APDU mvtwY b

const APDU = {
/] IS RINA b
CLA_ETHEREUM: 0xe@, // Ledger Hift
CLA_OPENLOOP: 0xf0, // Openloop B

// @ INS (coin_type THENIL—T 1 »4)
INS_GET_PUBLIC_KEY: 0x02, // 7 FLR/AEBEE
INS_SIGN_TX: 0x04, // bSUHFOI a3 UESR
INS_SIGN_MESSAGE: 0x08, /] A vtE—TFHA
INS_SIGN_EIP712: 0x0c, // EIP-712 Typed Data
INS_SIGN_AUTHORIZATION: 0x34, // EIP-7702

// Bitcoin PSBT (Openloop ¥H)

INS_BTC_SIGN_PSBT: 0x70, // PSBT #f{E
INS_BTC_GET_SIGNED_PSBT: 0x71, // BRFEH PSBT HiF
INS_BTC_GET_WALLET_PUBLIC_KEY: 0x40, // BTC AR#/7 F L RAEF
INS_BTC_GET_ACCOUNT_XPUB: 0x72, // THho2 Lk xpub EE
INS_BTC_SIGN_MESSAGE: 0x73, // BTC Ayt—LE%

// Solana (Ledger Solana Ei#ft)
INS_SOL_GET_PUBKEY: 0x05, // Ed25519 /ABHSEENE
INS_SOL_SIGN_MESSAGE: 0x06, /] bSoFo a3/ AvE—DFESR
INS_SOL_SIGN_OFFCHAIN_MSG: 0x07, // #J7Frt— Avt—TEL

} as const
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d1—7 1 YT 1B
// APDU <> FiEsE

function buildApdu(cla: number, ins: number, pl: number, p2: number, data?: Uint8Ar

// BIP32 /AR %Z/\y D 7ITZEH
function pathToBuffer(path: string): Uint8Array

// BIP32 /\RZ=EHREHIICEH
function pathToElements(path: string): number[]

// Uint8Array D#E&

function concat(...arrays: Uint8Array[]): Uint8Array

// hex XF3l% Uint8Array [TZEH# (0x TL T4 v I RXHY /7% LIE)
function hexToBytes(hex: string): Uint8Array

// Uint8Array % hex XF3|ITEH#H (0x TL T 1 v P R7%L)
function bytesToHex(bytes: Uint8Array): string

// Base58 Tra—K/Fa—FK
function base58Encode(bytes: Uint8Array): string
function base58Decode(str: string): Uint8Array
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